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/Agroterrorism?

Bernd Appel, Anja Buschulte, Matthias Filter, 
Eva Knoop, Andreas Hensel



Cooperation on Consumer
Health Protection in Germany

Federal Ministry of Food, Agriculture and 
Consumer Protection 

Federal Research
Centres

Federal Institute for
Risk Assesment
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Federal / Länder Ministries competent 
for consumer protection

Advisory service

Data

Cooperation

Cooperation on Consumer
Health Protection in Germany

Federal Ministry of Food, Agriculture and 
Consumer Protection 

Federal Institute for
Risk Assesment

Federal Office of
Consumer Protection 

and Food Safety

Federal Goverment/Länder Com-
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Federal / Länder Ministries competent 
for consumer protection

Federal Goverment/Länder Com-
mittees in the fields of consumer

protection and food safety



Key Questions

1. Is food a vector for intentional contamination?

2. Can we detect intentional contamination 

3. How to discriminate between natural and intentional

4. Do we have examples / experiences

5. What has to be done to ensure food / feed safety and security

For answers you need: microbiologists, food technologists, vetmeds,
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For answers you need: microbiologists, food technologists, vetmeds,

epidemiologists, biomathematicians, programmers AND 

BSL laboratories

for intentional contamination?

intentional contamination in time / at all?

discriminate between natural and intentional cases?

examples / experiences with intentional contamination?

ensure food / feed safety and security?

microbiologists, food technologists, vetmeds,
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microbiologists, food technologists, vetmeds,

epidemiologists, biomathematicians, programmers AND 



Bakterien - Viren 

Supply chains and possible points of contamination

ports

Tierseuchenerreger – Zoonosenerreger Bakterien - Viren bacteria - viruses –

EU

third 
countries

feed

im
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food ingredients
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easily perishable foods

countries

airports

im
po

rt
 / 

tr
an

sf
er

food ingredients

Viren - Toxin

Supply chains and possible points of contamination

dairy processing

primary 

Zoonosenerreger - Toxische ChemikalienViren - Toxin– toxins (chemicals)

meat processing

primary 
production

tr
ad

e

food ingredients
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easily perishable foods

food processing

food ingredients



•Primary production

•Feed production

Focus: Intentional contamination of the food supply chain

Exemplary
point of

contamination

•Transport

• collecting, 
cleaning, sorting…

•mincing, mixing, 
filling up

•packing, storing, 

•pasteurisation, 
sterilisation, 

fermenting,…
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•Trade

•packing, storing, 
transport

•consumer

Agent characteristic:
pH-value, aW-value, temp., processing 
time, pressure, NaCl, recipe

Supply chain:
number of trading partner, quantity of 
goods, daily consumption, diluting effect

Focus: Intentional contamination of the food supply chain

RISKno risk

Quality assurance measures:
HACCP, Microbiology, Sensory Testing

Risk assessment

Seite 510.06.2010

RISKno risk

Crisis Management
communication, recall, disposal, 

cost-benefit ratio



Differentiating between „natural“ and intentional 
outbreaks

Natural outbreak
• naturally in food occuring agent
• common agent – food combination• common agent – food combination

Intentional outbreak
• unusual/atypical agent
• unusual food – agent combination
• genetically modified agents
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Epidemiologic surveillance
Early warning systems

Differentiating between „natural“ and intentional 

Manufacturer`s controls 
(HACCP)
Local controls
Food Monitoring Program

F
O
O

F
O
O

Food Monitoring Program
O
D

O
D

Manufacturer`s controls 
(HACCP)
Local controls
Food Monitoring Program

F
O
O
D

F
O
O
D
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Epidemiologic surveillance ,

Early warning systems
Signal?



Possible entry points of Melamin in the food chain

Water Vegetables Meat

50
Allowed

- 7%

- 3100 ppm < 200 ppm 
(from water)

- 30% 
(from water)

(vegetable concentration)
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Adulteration

In milk as Protein booster (- 4000 ppm)

High ppm levels
(up to 4000 ppm )

Forbidden .   

Papers (<100ppb)

Possible entry points of Melamin in the food chain

Milk Fish

Extrapolated data

Calculations – worse case

50-100 ppb from Cyromazin
Allowed.   

F
in

is
he

d 
pr

od
uc

ts

Specific laminates (10-100ppb)
Allowed

- 1200 ppm

- 2%

- 50 ppm 
(from feed)

(vegetable concentration)
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Contact material

Coatings (25-100ppb)

Sub/Low ppm levels

Normal usage of melamine   .

Limit in EU : max 30 ppm   .

Papers (<100ppb)

Allowed

Allowed

adapted from Nestlé



Food - a target for terrorist attacks?

Type of
outbreak

Agent and
food

Region
and year

deliberate
Salmonella
typhimurium

USA,deliberate typhimurium
in salad bars

USA,
1984

unintentional

Salmonella
typhimurium

in pasteurized
milk

USA,
1985

unintentional

Salmonella
enteritides

in pasteurized
ice cream

USA,
1994
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ice cream

unintentional

Escherichia
coli O157:H7

in radish
sprouts

Japan,
1996 some deaths)

unintentional
EHEC in
spinach

USA,
2006

a target for terrorist attacks?

Infected
people

Point of
contamination

Time for
identification
causing food

751 service 1 week, but751 service 1 week, but
arrest 1y later

170.000 plant (after
pasteurization)

< 1 month

224.000 transport about 2 month

Seite 810.06.2010

7.000
(including

some deaths)

service (at
school)

about 1 month

>200
agricultural
production

< 1 week



Questions that need to be answered

1. What are the most vulnerable food chains
• in respect to consequences for consumer heath
• in respect to safeguard the food supply chain
• in respect to economical consequences 

2. What are the microbiological agents with highest concern
• considering food processing and food consumption profiles
• considering the consequences of contamination during production
• considering the accessibility and ease of production

3. What are the best methods to detect intentional contaminations
• considering the given legal framework for monitoring systems
• considering the sensitivity / specificity of detection methods
• considering the costs 
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• considering the costs 

4. In the case of a bioterroristic event: how to response adequately
• considering all possible preventive and reactive actions
• considering the cost–benefit relation
• considering available decontamination technology

Questions that need to be answered

most vulnerable food chains ?
in respect to consequences for consumer heath
in respect to safeguard the food supply chain
in respect to economical consequences 

microbiological agents with highest concern to the public?
considering food processing and food consumption profiles
considering the consequences of contamination during production
considering the accessibility and ease of production

best methods to detect intentional contaminations?
considering the given legal framework for monitoring systems
considering the sensitivity / specificity of detection methods
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how to response adequately?
considering all possible preventive and reactive actions

benefit relation
considering available decontamination technology



What kind of food and biological or chemical agents  
are in special focus?

raw foods or foods without 
production processes with  an 

impact to pathogen agents

Foods

high percentage of 
consumers and a

food, which is stored or 
transported in bulk

complicate traceability
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consumers and a
wide distribution

high economic losses

What kind of food and biological or chemical agents  

stable agents
(eg. to heat, to pH-

value)

genetically modified,   
antimicrobial resistant 

organisms

Agents

CDC-Criteria for building 
hazard categories:

– possibility of production
– possibilities to bring them out
– possibilities of human-human 

transmission
– morbidity and mortality

not easily detectable

Seite 1010.06.2010

unexpected agents in unexpected foods, 
which fail the existing control systems

not easily detectable and 
long incubation period



B-agents: Bacteria / toxins with food relevance (1)

• Category A (CDC)

• Anthrax (Bacillus anthracis)• Anthrax (Bacillus anthracis)

• Botulism 
(Clostridium botulinum toxin)

• Plague (Yersinia pestis)
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• Tularemiae 
(Francisella tularensis)

agents: Bacteria / toxins with food relevance (1)

• Relevance if taken up by food

• Bacillus anthracis can be • Bacillus anthracis can be 
infectious if taken up by food 

• Clostridium botulinum
can occur naturally in certain foods

• Yersinia pestis, cases of food-
borne infections reported

Seite 1110.06.2010

borne infections reported

• Francisella tularensis
Infections rare, but reported for 
hare meat



Classification of agents in category I

bacteria toxin

categorie I
Bacillus anthracis Botulinumtoxin

Salmonella Typhi RicinSalmonella Typhi Ricin

Brucella spp.

Vibrio cholerae

Enterohaemorrhagic 
Escherichia coli 
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Francisella 
tularensis

Shigella dysenteria

Classification of agents in category I

virus

categorie I
Botulinumtoxin Hepatitis E-Virus

Krim-Kongo-Krim-Kongo-
Haemorraghic-fewer-Virus

10.06.2010 Page 12



- milk, milk products
- meat products
- minced meat/seasoned minced meat

Food which could be easily contaminated

- minced meat/seasoned minced meat
- salads/catering food
- Some fresh fruits
- non-aerated, low pH water (soda)
- fruit juices with low pH
- cereals
- chocolate bars 
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- frozen imported food 
- ice-cream
- food additives, spices

Food which could be easily contaminated

Seite 1310.06.2010



Raw material

Process line in a feed mill

Bernd Appel, MoniQa Conference , Krakau, 08. 06 – 10.06.2010

Finished product

Process line in a feed mill

Conditioner

Expander / Extruder

Pellet press

Seite 1410.06.2010

Pellet press

Cooler

Finished product



Value Ranges Conditioner Process

Parameter influence to inactivation
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Selected surrogat/strain: B.cereus ADQP 407 ; parameter data Leguerinel et al (2005)

Influence of processing time (t) and
temperature (°C) to inactivation

set values: aw 0,8; pH 7

Parameter influence to inactivation

Influence of pH and t(°C) to inactivation
set values: aw 0,8; t(min) 2

Seite 1510.06.2010

; parameter data Leguerinel et al (2005)



Value Ranges Expander Process
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Selected surrogat/strain: B.cereus ADQP 407 ; parameter data Leguerinel et al (2005)

Influence of processing time (t) and
temperature (°C) to inactivation

set values: aw 0,8; pH 7

Influence of pH and t(°C) to inactivation
set values: aw 0,8; t(min) 0,16
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; parameter data Leguerinel et al (2005)



Diversity of Milk Products
condensed skimmed milk
Condensed milk
extended shelf-life milk
fresh whole milk
lowfat milk
part-skim condensed milk

powdered milk
powdered skimmed milk
powdered whey

Raw milk
part-skim condensed milk
pasteurized milk
skimmed milk
sterilized milk
UHT milk

clotted cream
condensed cream
créme fraîche
double cream
half and halfbutterfat

Raw milk
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half and half
pasteurized cream
schmand
sour cream
soured cream
table cream
whipping cream

butterfat
clarified butter
cultured butter
mild cultured butter
raw cream butter
sweet cream butter
whey butter

Diversity of Milk Products

powdered milk
powdered skimmed milk
powdered whey

brined cheese
cream cheese
fresh cheese
hard cheese
mascarpone
pasta filata
semi-hard cheese
semi-soft cheese

condensed cream
buttermilk
cheese curd 
cream yoghurt

semi-soft cheese
soft cheese
soft ripened cheese
sour milk cheese
whey cheese

sour whey
sweet whey

Raw milk

Seite 1710.06.2010

PhD Thesis by 
N. Schoene

pasteurized cream

whipping cream

cream yoghurt
kefir
mild yoghurt
organic yoghurt
quark 
soured milk
yoghurt



Example: Pasteurized milk and raw milk

Filtration
36°C - 38°C 0 , 12

0 , 14

0 , 16

0 , 18

0 , 2

Raw milk

36°C - 38°C

Storage
4°C

0

0 , 0 2

0 , 0 4

0 , 0 6

0 , 0 8

0 , 1

0 , 12

1

1, 2
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Separation
55°C–65°C

Homogenization
55°C – 80

100bar – 250bar,
10µs – 15µs

0

0 , 2

0 , 4

0 , 6

0 , 8

Example: Pasteurized milk and raw milk

Cooled, 
filtered raw 

Cooling
4°C

Cooled, 
filtered raw 

Fresh milk

filtered raw 
milk

4°C filtered raw 
milk

Fresh milk0,000

Seite 1810.06.2010

Homogenization
80°C,
250bar,
15µs

Pasteurization

72°C - 75°C,
15s – 30s



Modeling the processing of food

milk products
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Work in progress:

Development of a modular system 
block library for food processes 

Modeling the processing of food

• Defined number of different products

• Defined number of processing steps

• Unlimited number of processing 
parameter combinations

Seite 1910.06.2010

Diefes, H. A., M. R. Okos, und M. T. Morgan. 2000. Computer-aided process design using Food 
Operations Oriented Design System Block Library. Journal of Food Engineering 46(2):99-108.



Knowledge on food ingredients
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Ingredient network in salads in Germany
TOP 10 consumed salads

Knowledge on food ingredients

TOP 10 salads

raw-vegetable-salad 
cream-dressing

raw-vegetable-salad vinaigretteraw-vegetable-salad vinaigrette

raw-vegetable-salad 
yoghurt-dressing

lettuce salad vinaigrette

lettuce-curd-salad 
cheese-dressing

cabbage-salad 
dressing-with-onions

cucumber-salad yoghurt

Seite 2010.06.2010

cucumber-salad yoghurt

tomatosalad 
vinaigrette-with-onions

potato-salads

potato-salad salad-cream



Model Agent 3

Modeling distribution of agents

Model Agent 3
Parameter estimation

Model Agent 2
Parameter estimation

Parameter estimation

used for crisis prevention

Decorator Graph

Decorator

Decorator Graph

Decorator

Decorator Graph

Decorator

Decorator Graph

Decorator

Model Agent 3

Decorator Graph

Decorator

Decorator Graph

Decorator

Model Agent 2

Decorator Graph

Decorator

Decorator Graph

Decorator

Model Agent 1
Parameter estimation

Parameter estimation
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Modeling distribution of agents

Library of modelsParameter estimation
Parameter estimation

Parameter estimation

used for crisis prevention

for visualization and 
simulation

Parameter estimation
Parameter estimation

Seite 2110.06.2010

used in crisis management



Vision: building block system for risk assessment

database on food

risk assessment modeling toolbox

Software

matrix properties
consumption data

portion size
food processing
transportation

Software
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Consumption survey data
Retail data

Process data from
companies

Vision: building block system for risk assessment

database on agents

risk assessment modeling toolbox

Software

agent properties
e.g. growth, 
inactivation, 

survival,
detection methods,
infectious dose etc.

Software

Seite 2210.06.2010

Scientific literature /
public scientific

databases

In-house
experiments

Consumption survey data



Vision: web based information and software portal

Predictive
microbiology

Cost–benefit
analysis 

bio- / agroterror information and software portal

Integrated extendable web GUI

D
at

a 
E

nt
ry

 G
U

I

microbiology analysis 

D
at

a 
E

nt
ry

 G
U

I

Food-
Processes

Detection
methods

Diseases Transport
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office  Aoffice  A company Ycompany Yoffices companies

Vision: web based information and software portal

Network
analysis

/ agroterror information and software portal

Integrated extendable web GUI

External
software

D
ata A

nalysis G
U

I

analysis software

D
ata A

nalysis G
U

I

Transport Agents
behaviour

Epidemiolo
gy
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country Xcountry X college Z
college Zcountries universities



F
Ü

R
 R

IS
IK

O
B

E
W

E
R

T
U

N
G

B
U

N
D

E
S

IN
S

T
IT

U
T

 
F

Ü
R

 R
IS

IK
O

B
E

W
E

R
T

U
N

G
B

U
N

D
E

S
IN

S
T

IT
U

T
 

F
Ü

R
 R

IS
IK

O
B

E
W

E
R

T
U

N
G

Professor Dr. Bernd Appel
Federal Institute for Risk Assessment
bernd.appel@bfr.bund.de • www.bfr.bund.de

Thank you for your attention

Federal Institute for Risk Assessment
www.bfr.bund.de
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